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Linked by cable

Since 1866…..



Today’s situation

•Today the Transatlantic has ~1,000 Gb/s equipped

•Installed cables could support at least ten times 

more if all the racks were fully equipped

•Consolidation of operators after dot-com crash

•Ongoing removal of obsolete cables due to 

maintenance charges and limited capacity



Why worry?

•Cable infrastructure has become vital to civilian 
and military users for voice, data and internet 
services

•A focused terrorist attack could seriously 
compromise the associated services

•Close proximity of landing points make them 
vulnerable 

•Increased depth of trawling activities puts more 
cable at risk



Key Elements

Source and destination of traffic

Terminal station

High performance

optical equipment

Undersea cable

Repeater (=amplifier)

or other undersea equipment 

e.g. hydrophones

Repair joint

Installation joint

Land Section



A good safe place to put a cable?
•Animal attack - whales, sharks, worms

• Chemical attack - salt, hydrogen sulphide

• Electric corrosion - from man-made or natural circulating 

electric currents

• Abrasion - water-borne sand, and hanging cable catenaries 

suspended over hard rocks

•Seabed movement - landslides, mudslides, earthquakes, 

volcanic activity

• Transient impacts - rocks, anchors, dumping

•Sustained force - icebergs, hooked anchors

•Terrorism –deliberate damage to undersea or land facilities

• Commercial fishing with trawled nets (up to 1500m depth).



Cable Under Attack!



Vulnerable nodes

• Vulnerable nodes exist both sides 
of the Atlantic. For historical and 
technical reasons most trans-
Atlantic cables terminate in the SW 
of the UK and NE of the USA

• These nodes are vulnerable because 
the cables are protected only from 
“normal” seabed activities and 
because most seabed users 
diligently avoid cables

• A particularly “aggressive” trawler 
could damage most trans-Atlantic 
cables in a few days or hours.



Seabed approaches to US and UK

• Geology of the South West Approaches is varied but characterised by 
out-cropping granite and other rock with sand wave fields

• Cable burial in rock is very slow and very expensive

• Cable burial in sand waves has to place the cable below the base of the 
sand waves to be effective

• Surface laid cable, even RA, is never as well protected

• The south west approaches are extensively fished by trawlers

• Approach to eastern seaboard of USA is characterised by sand and 
sediment allowing for plough burial

• A large mud slide from the Grand Banks damaged a number of trans-
Atlantic cables

• Both USA and UK use common cable landing points and, often, 
common routing into landfall



Mitigation Strategies
•Diversify transmission media (but radio has limited capacity)

• Network topology –diverse fiber routes, rings, meshes

• Self-healing capabilities –e.g. Internet-like networks

• Cable selection for protection against accidental damage

• Route survey for minimised risks to cable

• Burial of the cable in shallow water, verified by inspection

• Rapid response repair contracts depending on topology

• No exposed loops left after repair activities

• Fishing liaison and liaison with other seabed users

• Guard boats and guard planes during critical periods

• Secure buildings and cable chambers for critical equipment

• Counter-intelligence against planned disruptions



Cable Selection for

an Example Route



System Topologies

Point - to - point : lowest cost, fault-prone, may

turn out to be suitable for non-voice IP

Ring : higher cost for line and terminals, potential

for pre-emptible grade of traffic, good availability

Global scale mesh : 

highly robust to

faults, efficient use 

of  reserve capacity, 

suits global scale 

purchasers



Japan-US

TAT-14

SMW-3

Global Mesh Example –Northern Hemisphere



FFRN - Four Fibre Ring Node

FFRN

USA 1

FFRN

USA 2

FFRN

France

FFRN

UK

Service Pair

Protection Pair

Service Pair

Protection Pair

Sea cable contains four fibres - a 

service pair and a protection pair

Each FFRN can send its traffic on any of the four fibre pairs 

leaving it - the name comes from being a node in a ring 

where there are four fibres in the cable

S SP P



Comparison with Satellite

•More than 95% of international telecommunications 

traffic is now carried by subsea cable.

•Capacity per cable is now many times greater than per 

satellite, which shares the costs between more users.

•Cable is now the only economic solution for dense 

traffic routes ( e.g. trans-Atlantic, trans-Pacific ).

•Cable is inherently more private (signal containment)

•Satellite has established an economic role in TV 

broadcasting, applications with a low user density and 

global navigation systems.



Conclusion
•All point-to-point telecommunication links are under threat 

from a variety of sources.

•Subsea cable links bring a unique combination of high 
capacity, high reliability and high security when correctly 
designed, installed and maintained. 

•Reduction in systems has increased the risk profile.

•The networks formed by multiple subsea cables acting 
together can achieve near-perfect service delivery for both 
civilian or military users.

•An independent review of the pinch points and risk areas 
need reviewing and alternatives strategies are required


